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1. Overview

MAIL is an e-mail client of the JUMBO BLOCK Engineering Suite for public administrations,
municipalities and businesses. It runs in the browser (Microsoft Edge, Chrome, Firefox) on Windows,
Linux and macOS and is intended for the case that the usual e-mail program, a cloud service or your
own computer fails.

MAIL works in three modes:

Mode Purpose

Offline mode mail.html alone: read, search and secure e-mail files, Thunderbird mailboxes
and Outlook files (.msg, .pst, .ost) — without installation, account or network
connection.

Local bridge jb-mail.py For one workstation: send and receive via IMAP and SMTP, several
accounts, local archive, outbox for operation without a connection. Requires
Python 3.

Server bridge jb-mail.php For organisations: the bridge runs on your own web server; workstations

only need a browser. Several accesses with second factor.

Mail 100

Local e-mail client — read offline, send and receive with the bridge

Connected via jb-mail.py

5] Fetch ElReply [ElE]  E Forward T | Y Archivelocally ~ Move ... v [ To Logbook
Search ... This folder ~ ([ incl. server Files Folder I3 @ %
Mailboxes [ Inbox 20 [ .mbox <5 | Mem [ &
Alice v i 13111126 < = 7 o
. LIRBooMOle Testmail Nr. 9 - GroRenpriifung Riickhaltebecken
Testmail Nr. 9 — GroRenpriifung Riickhaltebecken
@ Lock ~+ Account From Bob Miiller <bob@test.local>
(J Bob Miiller 5] 13/11/26 To alice@test.local
SERVER FOLDERS Testmail Nr. 10 — GréRenpriifung Riickhaltebecken Date Fri, 13/11/2026, 07:45
A
[ Inbox (] Bob Miler 13/11/26
/' Drafts (server) Testmail Nr. 11 — GroRenpriifung Riickhaltebecken Hallo Alice,
Zeile mit Umlauten a6 B.
& Sent (J Bob Miiller % 13/11/26 °
Testmail Nr. 14 — GroBenprifung Ruckhaltebecken sionuhere startza Ine
mai Ir. p nprafun { s
& Trash prIing GruR Bob 9
() 13/11/26
import () Bob Miiller
Testmail Nr. 15 — GroRenpriifung Rickhaltebecken
Rechnungen & Belege @

() Bob Miiller 13/11/26
Testmail Nr. 16 — Grofenprifung Riickhaltebecken

ON THIS DEVICE

M Local archive
() Bob Miiler 12111/26

B outbox Testmail Nr. 17 — GroRenpriifung Riickhaltebecken

. Drafts [ Bob Miiler 12/11/26
Testmail Nr. 18 — GroRenpriifung Riickhaltebecken

() Bob Miiller 1211126
Testmail Nr. 19 — GroRenpriifung Riickhaltebecken

M Bob Miiller 12/11/26

Fig. 1: Workspace with folders, message list and reading pane

Safe display: HTML mails are shown in an isolated sandbox without scripts; external images and tracking
pixels are blocked. Attachments are never opened automatically.

No data at JUMBO BLOCK: MAIL does not contact jumboblock.org. The bridges connect exclusively to
the mail servers of the configured accounts.

Controls
Button Function
Compose Write a new message (key N)
Fetch Synchronise the mailbox with the mail server (bridge only)
Reply - Reply all - Forward Respond to the open message (keys R, A, F)
Trash can Delete the selection or move it to the trash (Del)
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Button Function

Archive locally Store a copy in the local archive (local bridge only)

Move ... Move the selection to another server folder

Envelope - Star Toggle read/unread - flag

To Logbook Hand over the message as an encrypted message to JUMBO BLOCK
Logbook

Files - Folder Open or import e-mail files or whole folders

Full screen - Gear Full screen display (F11) - settings

The reading pane additionally offers All headers, Show source, Save as .eml and Print. The keys J/K or
arrow down/up jump to the next or previous message, / puts the cursor into the search field.
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2. Offline mode

Without a bridge, MAIL opens e-mail files directly in the browser. All content stays on the computer;
nothing is uploaded. This way messages can be read, searched and secured even on a cleanly started

replacement system.

Format Note

.eml Single message (also from the new Outlook via “Save as”)

.mbox Mailbox file with many messages

Thunderbird Files without extension next to the .msf files; ideally open the profile folder
“Mail” or “ImapMail”

Maildir Folder with the subfolders cur and new

Outlook .msg Single Outlook messages including attachments, embedded messages and
SIMIME

Outlook .pst / .ost Whole Outlook accounts with folder structure; ANSI and Unicode, also OST

from Outlook 2013 on

Opening files
1. Files selects single files, Folder a whole folder. Files can also be dragged into the window.

2. MAIL detects the format by its content and sorts the messages into folders. For Outlook data files
the folder tree of the file appears.
3. Click a message to read it. Close all clears the view; the files themselves remain unchanged.

Mail 100 Offline mode

Local e-mail client — read offline, send and receive with the bridge
Fetch ElReply [EIE] [ Forward i \rchive loca Move v E To Logbook
Search ... This folder ~ Files Folder I3 ¢

|21 Offline mode: read, search, reply to (as .eml) and archive e-mail files (.eml, .mbox, Thunderbird), Outlook files (.msg, .pst, .0st) and Maildir folders — without a network connection. Sending and
receiving via IMAP/SMTP with the local bridge jb-mail.py — Windows: start with jb-mail-start.cmd (Python 3 required), Linux/macOS: python3 jb-mail.py. Details below under “About JUMBO

BLOCK Mail".
Mailboxes [J Personal 47 [ .mbox <> MA.em | &
S Seenics Fotder O tsschuler@pplweb com@ENRON #0808 Invitation to Golf Outing
B ENRON.PST PPL EnergyPlus Golf Outing
: From jacammarano@pplweb.com@ENRON <IMCEANOTES-
lokay-m (J Horton Stanley 20/06/01 jacammarano+40pplweb+2Ecom+40ENRON@ENRON.com>
i GOOD JOB! To Lokay Michelle <Michelle.Lokay@ENRON.com>
MLOKAY (Non-Privileged) Date Tue, 19 Jun 2001 13:49:29 -0700 (PDT) Tue, 19 Jun 2001 13:49:29 -0500

TW-Commercial Group converted from Outlook (.pst)

(] jacammarano@pplweb.com@ENRON <, 19/06/01
Invitation to Golf Quting

Systems
() Goradia 14/06/01

Sent Items (no subject) I, The display name contains a different address

(jacammarano@pplweb.com) than the actual sender (IMCEANOTES-
[ Personal () Stuart Charla 12/06/01 jacammarano+40pplweb+2Ecom+40ENRON@ENRON.com).

RE: OPEN ENROLLMENT FOR ENRON KIDS' CENTER IS ..
X Close all

[J Stevens Missy 12/06/01 % invite2001.doc
o application/msword - 846.0 KB
HE BN SO e Food et 1, Office document that may contain macros 1Y save
SHA-256

() Hitschel Bonnie V. BHitschel@tesoropetroleum. 08/06/01 add28eb69e053d7d697 fc76b38502130d499390e06c6443d83dbbd73448

Just for fun teats

) 06/06/01 .

(0 eserver@enron.com@ENRON Michelle,

Fig. 2: Offline mode with an openéd Outlook data file (.”;5§t')

Large Outlook files: .pst and .ost files are not loaded as a whole. Folders and lists appear immediately, a
message is converted only when it is opened. MAIL does not show calendar, contacts and tasks.

JUMBO BLOCK MAIL 1.0.0 - Manual 5717



Searching, securing, replying

e Search: searches subject, sender, recipients and text, either in the current folder or in all
folders.

e Securing: save single messages as .eml, export the folder or the selection as .mbox, save
attachments with SHA-256 checksum.

e Replying: without a bridge the reply is saved as an .eml file and can be sent later with any e-
mail program. The sender address is set under Settings.
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3. Data from a failed computer

If a computer no longer starts or is infected, its mail files can be read from the hard disk with a cleanly
started system (e.g. JUMBO BLOCK Rescue) and opened in MAIL. Typical locations on Windows:

Program Location

Outlook (PST) Documents\Outlook Files or SUSERPROFILE%\Documents\Outlook Files
Outlook (OST) %LOCALAPPDATA%\Microsoft\Outlook

Thunderbird

%APPDATA%\Thunderbird\Profiles\<profile>\Mail or ImapMail

e Close Outlook first, as it otherwise locks the file. On a failed computer this does not apply.

e |deally make a copy of the file first and only work with the copy.

BitLocker: if the disk is encrypted with BitLocker, the BitLocker recovery key is required to read it. It should
be kept separately from the computer in advance.
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4,

Local bridge jb-mail.py

The local bridge is a small Python program that runs on your own computer and connects MAIL to the
mail servers. It only listens on 127.0.0.1 and cannot be reached from outside.

Starting

System Procedure

Windows

Linux / macOS

Install Python 3 from python.org (installing for the current user is sufficient,

tick “Add python.exe to PATH"). Place jb-mail.py and jb-mail-start.cmd next
to mail.html and double-click jb-mail-start.cmd.

python3 jb-mail.py or jb-mail-start.sh

The browser opens with the interface; the bridge window stays open while MAIL is in use. The option - -
store sets a different storage folder. SIMIME additionally requires OpenSSL.

Setting up an account

1.
2.

3.

Settings — Accounts - Add account.

Choose the provider (STRATO, IONOS) or Own server with IMAP and SMTP server, port and

connection security (SSL/TLS or STARTTLS).

Enter e-mail address, display name and user name and save.
Unlock the account: the password stays only in the bridge memory and is never stored.

Settings
Accounts  Signatures  S/IMIME  Address book  General

Account IMAP | SMTP

Alice localhost:10993 - localhost:10465
alice@test.local

localhost:10993 - localhost:10465

Bob
bob@test.local

+ Add account

Fig. 3: Settings with the configured accounts

Status

& unlocked
£ SIMIME

& locked
£ SIMIME

Microsoft 365 / Exchange Online only allows modern sign-in (OAuth), which MAIL 1.0.0 does not support.
An own Exchange Server with IMAP enabled works.

Fetching, archive, outbox, drafts

e Fetch synchronises the folders and stores the messages in the open Maildir format in the

storage folder — readable even without a connection.

e Local archive: copies kept only on this device and never deleted by the server.
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e Outbox: messages sent without a connection wait here and go out with the next fetch. Flags
set offline are also transferred later.

e Drafts are stored locally, also automatically while writing.

The storage folder contains all mails and the settings without passwords. It should be on an encrypted drive
(e.g. BitLocker or LUKS).
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5. Server bridge jb-mail.php

Organisations can run the server bridge on their own web server (PHP 8.1 or newer, HTTPS). The
package jb-mail-php.zip contains the program, configuration examples for Apache, LiteSpeed, nginx
and Microsoft IS and the instructions README.txt.

Responsibility: the organisation runs the server bridge itself. JUMBO BLOCK only provides the software,
does not run a bridge for others and receives no data. The operator is responsible for the server, updates,
accesses, data protection and backups.

Setup
1. Copy the folder to the web server and open the address in the browser. The bridge checks the
environment.

2. The bridge creates the file jb-mail-setup-code.php. Read the setup code in it via SFTP/FTP — this
way only someone with access to the server can set it up.

3. Enter the setup code, the data folder (ideally outside the web root) and the first administration
access.

4. Sign in and set up the second factor.

Sign-in with second factor

Every person signs in with user name, password and a code from an authenticator app (e.g. Microsoft
Authenticator, Google Authenticator, FreeOTP, Aegis). At the first sign-in MAIL shows a QR code;
afterwards the person chooses an own password.

Set up second factor

Scan this QR code with an authenticator app (e.g. Microsoft = pe
Authenticator, Google Authenticator, FreeOTP, Aegis) and
enter the code shown.

Without a camera enter the key manually:
EV6L G5Y5 QEB6 V52N YIET HKAV OUNQ JVV7

Code from the app

( 123456

Fig. 4: Setting up the second factor at the first sign-in

After several failed attempts sign-in is blocked temporarily.
After 30 minutes without activity MAIL signs out, at the latest after 12 hours.
Mailbox passwords and S/IMIME passphrases stay in the browser window and are never stored.

Mails stay on the mail server. Imported files go to the folder “Import” of the mailbox, drafts to the
drafts folder of the mail server.

JUMBO BLOCK MAIL 1.0.0 — Manual 10/17



Managing accesses

Under Settings — Administration the administration creates accesses, locks them, resets the second

factor or sets a new initial password. It cannot see mailboxes or settings of other people — they are

encrypted with the password of the respective person.

Settings

Accounts  Signatures  S/MIME  Address book

Accesses
User Role Status

admin Administration active - 2nd factor set up - last 14/11/2026,
Rathaus IT 14:47:37

bob User active - 2nd factor set up - last 14/11/2026,
Bob Bauamt 13:46:14

m.muster  User active - 2nd factor pending - initial password
Maria
Muster

New access
User name

Initial password (at least 12 characters)

Access  Administration  General

- user  Reset 2nd factor

Lock — admin Reset 2nd factor New initial password

Lock — admin Reset 2nd factor New initial password

Display name

Role

User

At the first sign-in the person sets up the second factor and chooses an own password. Hand over the initial password through a separate channel.

+i# Generate password  [SICEICRETEES

Check connection to the mail server

imap.example.org 993 Check

Checks whether the web server may open outgoing connections to this server (e.g. IMAP 993, SMTP 465 or 587).

Fig. 5: Managing accesses

A new initial password resets the stored settings of that access (accounts, signatures, contacts,
certificates). The mails on the mail server remain untouched.
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6. Writing, signatures and address book

Messages can be written as HTML or plain text. Images can be inserted, files attached and recipients
completed from the address book.

New message

From Alice A. <alice@test.local>
To bob@test.local

ce

Bce

Subject Situation report 14:30

Bll/)(ull-)[2])%| & @ — no signature — v~ HTML O & sign O & Encrypt

Hello, please find the current situation in the northern district.

S Attach ) Save draft Save as .em| Discard

Fig. 6: Composing a new message

e Signatures: every mailbox can have several HTML signatures with images (Settings —
Signatures). One of them is the default signature.

e Address book: MAIL takes over recipients you have sent to automatically; further contacts can
be maintained under Settings —» Address book.

e Save draft keeps the current state; without a bridge an .eml file is saved instead.
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7. SIMIME

With S/IMIME messages are signed and encrypted. The bridge uses OpenSSL for this.

1. Settings — S/MIME: import your own certificate as a PKCS#12 file (.p12/.pfx) and set a
passphrase for the key.

2. When writing, choose Sign and/or Encrypt; defaults can be set per account.

3. Encrypting requires the certificate of every recipient. It is taken over automatically as soon as the
recipient sends a validly signed message, or can be imported.

Fig. 7: SIMIME settings with own certificate and recipient certificates

Display

Signature valid

Signature correct, issuer not

trusted

Signature INVALID

Settings

Accounts  Signatures  SIMIME  Address book  General

Mailbox

alice@test.local

Own certificate

Subject CN=alice, emailAddress=alice@test.local
Issuer CN=JB Test CA

Valid until  Dec 13 15:45:12 2026 GMT

Addresses alice@test.local

Key @ locked

Passphrase U Remove

(D Sign by default [J Encrypt by default
> Replace certificate

Recipient certificates
Taken over automatically from validly signed messages and used for encryption.
Address | subject Issuer

alice@test.local CN=JB Test CA
CN=alice, emailAddress=alice@test.local

bob@test.local CN=JB Test CA
CN=bob, emailAddress=bob@test.local

—+ Import certificate (.pem/.crt/.cer)

Trust anchors (own certificate authorities)

Valid until

Dec 13 15:45:12 2026 GMT

Dec 13 15:45:12 2026 GMT

In addition to the system authorities. Applies to S/MIME verification and TLS to IMAP/SMTP, e.g. for the CA from JUMBO BLOCK Cert (.crt or .cer),

Subject

Meaning

Issuer Valid until

Content unchanged, certificate from a trusted authority

Content unchanged, the issuing authority is unknown to this device

The content was changed after signing

Own certificate authority: the CA from JUMBO BLOCK Cert can be stored under trust anchors. It applies
to the S/IMIME check and to TLS connections to internal mail servers.
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8. Safety when reading

MAIL warns about typical signs of phishing and dangerous attachments:

Mail 100

Local e-mail client — read offline, send and receive with the bridge

Connected via jb-mail.py

Move ... v

ElE | E Forward 4 Archive locally [ To Logbook

=] Reply

Search ... This folder v O incl. server Files Folder || I3 | #¢
Mailboxes ) Inbox 20 [ .mbox <> | [Mem &
. LJ BoD MuNer 1a1uiz0
& Alice v
Testmail Nr. 21 — GréRenpriifung Riickhaltebecken Konto gesperrt - PHISH
@ Lock  + Account () Bob Miiller 121126 From support@sparkasse.de <evil@phish.example>
Testmail Nr. 22 — GroRenpriifung Riickhaltebecken To alice@test.local
SERVER FOLDERS Reply ta x@other.example
[j Inbox (J Bob Miiller 12/11/26 Date
 Drafis (serven) Testmail Nr. 23 — GroRenpriifung Riickhaltebecken SPF fail DKIM none DMARC fail
(J Bob Miiller 12/11/26
& Sent
Testmail Nr. 24 — GroRenprifung Ruckhaltebecken
sk 1, DMARC check failed: the sender may be forged.
ras|
5 (J Bob Miller 12/11/26
Testmail Nr, 25 — GroRenpriifung Riickhal ken " X y
Impory e 5 =Groenprifima Ruckhakebecks 1, The display name contains a different address (support@sparkasse.de)
Rechnungen & Belege (1] ) Bob Miiller 1211/26 than the actual sender (evil@phish.example).
ON THIS DEVICE Testmail Nr. 26 — GroRenpriifung Riickhaltebecken
M Local archive ) Bob Miiller 12/11/26 E=] Replies go to a different domain: x@other.example
@ Outbox Testmail Nr. 27 — GroRenpriifung Riickhaltebecken
“, Drafts (] Bob Miiller % 12/11/26 I\ At least one link shows a different text than its real target — beware of
’ Testmail Nr. 28 — GroRenpriifung Riickhaltebecken phishing.
() Bob Miiller ] 1211126

3 rechnung.pdf.exe

application/octet-stream - 2 B

@ Executable or system file — do not open - Double file extension (.peif.exe)
SHA-256
AhRAhS1Aefa2hRed54a3712R3AFAASSAAFR-FrdS403e20h74AahANCdAFI0

Testmail Nr. 29 — GroBenpriifung Ruckhaltebecken

| () support@sparkasse.de < i save

Fig. 8: Warnings for a suspicious message

Sender check: the SPF, DKIM and DMARC results of the receiving server are shown; a failed
DMARC check is highlighted.

Display name: if the display name contains a different address than the actual sender, MAIL
warns.

Reply address: if replies go to a different domain, MAIL points this out.
Links: before opening, MAIL shows the real target; deviating link texts are marked.

Attachments: macro documents, executables and double extensions (e.g. invoice.pdf.exe)
trigger a warning. Attachments are only saved, never opened.

| In acrisis or on an infected computer do not open links and do not run attachments.
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9. Hand-over to Logbook

Important messages can be handed over as an encrypted message to the situation log JUMBO BLOCK
Logbook:
1. Open the message and choose To Logbook.

2. Load the message key of the log (.jbk) — you receive it from the crisis team — and compare the
fingerprint with the crisis team.

3. Check sender, type, priority, subject and content; optionally attach the original e-mail (.eml) and
its attachments.

4. Save message (.jbm) and hand the file over to the crisis team. There it is read in under
“Messages” in the log.
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10. Limitations

e Microsoft 365 /| Exchange Online: sign-in only via OAuth — not supported by MAIL 1.0.0. If
Exchange Online fails, no program can reach the mailboxes anyway; MAIL then serves as
access to a fallback mailbox and for reading secured exports.

e JUMBO BLOCK Rescue: on the rescue system MAIL works in offline mode only. It does not
connect to mail servers.

e Outlook data files: calendar, contacts and tasks are not shown.
e Server bridge: no local archive and no outbox; it always works directly with the mail server.
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11. Questions and troubleshooting

Problem

The bridge does not respond
Session expired

Sign-in to the IMAP server failed
Server certificate not trusted
Server not reachable (server
bridge)

Outlook file not readable

Code is rejected

Smartphone with authenticator
lost

Solution

Is jb-mail.py still running? The bridge window must stay open. Start jb-mail-
start.cmd again.

The bridge was restarted or the sign-in has expired. Restart the bridge or
sign in again.

Check user name and password; with Microsoft 365 password sign-in is
switched off.

For internal servers store your own CA under S/IMIME - trust anchors.

The web server must allow outgoing connections to the mail server (IMAP
993, SMTP 465 or 587). The connection can be checked under
Administration.

Close Outlook or work with a copy; an incompletely copied file cannot be
opened.

Check the smartphone clock (enable automatic time). Every code is valid
only once.

The administration resets the second factor.
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