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1. Overview

CHECK is the verification tool in the KRITIS area of JUMBO BLOCK. It calculates checksums of files and
entire folders and thereby proves whether data is unchanged — for example a downloaded installation
image, a backup before it is restored or a server's data before restarting after an attack.

CHECK works read-only. It never changes, moves or deletes a file. Results are only created as new files
that you save yourself: manifests, checksum lists, check reports and messages to a situation log.

Fully offline: CHECK runs in the browser, also directly from a USB stick (file://). There is no server
connection, no account and no cloud — nothing leaves your device.

Also for large files: files of several gigabytes are processed step by step. A progress window shows the file,
amount and remaining time; the calculation can be cancelled at any time.

Check .00

¢ Check never changes a file

Checksums and integrity of files and folders — local, offline and read-only

B Check file “ Create manifest {1 compare # Verify without Check

Check a file

Calculate a file's checksum and compare it with the expected checksum, e.g. for downloads, ISO images or backups. Even files of several gigabytes are

processed step by step.

Choose file

Drag a file here

Expected checksum (optional)

Paste a checksum or a line from a checksum file

Fig. 1: The four areas of CHECK

Area

Check file

Create manifest

Compare

Verify without
Check

Purpose

Calculate a file's checksum and compare it with the manufacturer's expected checksum or
a checksum file

Record checksum, size and modification date of all files of a folder including subfolders

Compare a folder or a second manifest with an earlier state (reference state) and show all
deviations

Instructions for verifying checksum lists independently with the built-in tools of Linux,
macOS and Windows
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2. Basic terms

Term

Checksum (hash

value)

Algorithm

Expected checksum

Manifest

Manifest checksum

Checksum list

Reference state /

current state

Check report

Which algorithm?

Meaning

Short, unique fingerprint of a file's content. If even a single bit changes, a completely
different checksum results. File name and location are not part of the checksum.

Calculation method of the checksum. CHECK supports SHA-256, SHA-384, SHA-512,
SHA-1 and MD5.

Checksum published by the manufacturer or a trusted party, against which the
calculated one is compared.

CHECK file (.dbm) with path, size, modification date and checksum of every file in a
folder. The manifest describes a fixed state.

SHA-256 checksum over the manifest's content. Kept separately, it later proves that the
manifest itself was not changed.

Text file in the usual format of sha256sum (e.g. SHA256SUMS) that can also be verified
without CHECK.

The reference state is the recorded state known to be correct (manifest or list). The
current state is the folder found today or a second manifest.

Printable report on a check with result, checksums and fields for place, date and
signature.

e SHA-256 is the default and right for almost every purpose. SHA-384 and SHA-512 are equally secure.

« MDS5 and SHA-1 detect accidental errors such as transmission or storage errors, but not deliberate
manipulation. CHECK marks them with A. Only use them if a manufacturer publishes nothing else.
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3. Workflow

CHECK shows its value when checksums are recorded before an incident. The following procedure has
proven itself:

1. Preparation: regularly create a manifest for important folders — file servers, configurations, installation
sources, backups (chapter 5).

2. Keep the manifest checksum separately: print it, pass it to the situation log as a message (chapter 7)
or store it on a write-protected medium. Also keep the manifest itself in the emergency folder or on the
USB stick.

3. In an emergency: before restarting, compare the affected folder with the manifest (chapter 6). Enter the
noted checksum — this proves that the manifest is unchanged as well.

4. Assess: check changed and new files, restore missing files from a verified backup.
5. Document: print the check report and pass the result to the crisis team's situation log as a message.

6. New reference state: once clean-up is complete, create a new manifest from the current state.

For software and installation images (e.g. JUMBO BLOCK Rescue), Check file is sufficient: choose the file,
paste the published checksum, calculate.
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4. Checking a file

In the Check file area CHECK calculates the checksum of a single file and compares it with the expected
checksum.

1. Drag the file into the field or select it via Choose file. Name, size and modification date are displayed.

2. Paste the expected checksum (optional). It is sufficient to paste the entire line from a checksum file —
CHECK recognises the checksum and, from its length, the algorithm. Alternatively, Load checksum file
loads a file such as .sha256 or SHA256SUMS and takes over the line for the chosen file.

3. Choose the algorithms. If an expected checksum is entered, CHECK selects the matching algorithm
automatically; further algorithms can be ticked.

4. Click Calculate checksum.

Check a file

Calculate a file's checksum and compare it with the expected checksum, e.g. for downloads, ISO images or backups. Even files of several gigabytes are
processed step by step.

Drag a file here

Choose file
File jbrescue-1.0.iso
Size 64.0 MB (67,108,864 Bytes)
Modified 22/10/2026, 19:23:03

Expected checksum (optional)

5bbda5a5f5f630b84f33c14d52f7b57eceb38ef3b5522ab266ad3b0c37e9ectb6 jbrescue-1.0.iso

Recognised: SHA-256

Load checksum file (.sha256, SHA256SUMS ...)

Algorithms
[ ] MD5 A [ | SHA-1 A SHA-256 | | SHA-384 | | SHA-512

A MD5 and SHA-1 detect accidental errors but not deliberate manipulation.

B calculate checksum

Fig. 2: Choosing the file, pasting the expected checksum and setting the algorithm

The result shows the calculated checksums and — if an expected checksum is available — an unambiguous
verdict.
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jbrescue-1.0.iso

Checksum matches

SHA-256 - The file is identical to the original.

ALGORITHM CHECKSUM
SHA-256 5bbda5a5f5f630b84133c14d52f7b57eceb38ef3b5522ab266ad3b0c37e9ec66 O
1Y save checksum file & Print report As a message to a log

Fig. 3: Checksum matches — the file is identical to the original

\
Checksum does NOT match
The file is damaged, incomplete or altered. Do not use it; obtain it again.
expected 5bbda5a5f5f630b84133c14d52f7b57eceb38ef3b5522ab266ad3b0c37e9ec67
J

Fig. 4: Checksum does not match — do not use the file

If the expected checksum is changed afterwards, CHECK updates the verdict without calculating again.

Button Effect

Save checksum file Saves the checksum as a file (e.g. file.iso.sha256) in the format of sha256sum

Print report Check report with file, checksums, expected checksum and result — can also be saved
as PDF

As a message to a Creates an encrypted message for JUMBO BLOCK LOGBOOK (chapter 7)
log

If the checksum does not match, the file is damaged, incomplete or altered. Do not use it; obtain it again
from the original source.
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5. Creating a manifest

A manifest records the state of an entire folder: for every file — in all subfolders as well — the relative path,
size, modification date and checksum are stored.

1. Drag the folder into the field or select it via Choose folder. The browser asks once whether the files may
be read. CHECK shows the number of files and total size.

2. Give a Label, e.g. “Building authority file server — state before restart”. The label appears in the
manifest, in the check report and in the file name.

3. Choose the algorithm (recommended: SHA-256).

4. If required, tick Skip system files. Files such as Thumbs.db, desktop.ini, .DS_Store and recycle bin
folders, which operating systems create and change on their own, are then ignored.

5. Click Create manifest.

Create a folder manifest

Check calculates checksum, size and madification date for every file in the folder and all subfolders. With the manifest you can prove at any later time
which files are unchanged — for example before restarting after an attack or before restoring a backup.

Drag a folder here

Choose folder

Folder Fileserver_Building
Files 8
Total size 1.5 MB
Label Algorithm
Building authority file server — state before restart SHA-256 (recommended) M

Skip system files (Thumbs.db, desktop.ini, .DS_Store ...)

il Create manifest

Fig. 5: Choosing the folder and creating the manifest

JUMBO BLOCK CHECK 1.0.0 — Manual 8/17



Manifest: Building authority file server — state before restart

Created 22/10/2026, 19:23:32
Files 8-15MB
Algorithm SHA-256

Checksum of this manifest

5240alcf 735522a7 82068e04 6d121c8c 2fed034f ce6ef060 73cl5501 a2344de3

Keep this checksum separately from the manifest — printed, in the log or on a write-protected medium. When comparing later, Check shows whether the manifest still matches it.

= Save manifest (.dbm) 1 save checksum list (SHA256SUMS)

As a message to a log

Files

Search path ...

PATH
Applications/2026-101_application.pdf
Applications/2026-102_application.pdf
Applications/2026-103_application.pdf
Plans/site_plan_north.dwg
Plans/site_plan_south.dwg
Templates/hearing.docx
Templates/notice.docx

fees_2026.xIsx

SIZE

Fig. 6: Result with the manifest checksum and the file list

The file list can be filtered with Search path; with very many files further entries are loaded step by step.

Files that could not be read are listed separately.

Button Effect

Save manifest
(.dbm)

Save checksum

353 KB

214 KB

127 KB

68 KB

269 KB

219 KB

34 KB

241 KB

MODIFIED

22/10/2026,
22/10/2026,
22/10/2026,
22/10/2026,
22/10/2026,
22/10/2026,
22/10/2026,

22/10/2026,

list for verification without CHECK (chapter 8)

Copy checksum
Print report

As a message to
alog

Keep the manifest checksum separately. Anyone who manipulates a folder can also recalculate a manifest

Copies the manifest checksum to the clipboard

[] Copy checksum

19:23

19:23

19:23

19:23

19:23

19:23

19:23

19:23

Check report with label, folder, manifest checksum and all files

& Print report

SHA-256

5f6ed5ba7e835598..
9e05f192909bf762..
0640Cc91617304504...
d98f658445aebel5..
df51d06d978b5clc..
a08e549c2d1dd6ch..
398af6cc7e682291..

be5f4e2197d56e55..

Saves the manifest. This file is the reference state for later comparisons.

Additionally saves the checksums as SHA256SUMS (or SHA512SUMS, MD5SUMS ...)

Secures the manifest checksum in the crisis team's situation log; the manifest is attached

stored there. Only a checksum kept separately — printed, in the log or on a write-protected medium — gives the

later comparison evidential value.
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6. Comparing

In the Compare area CHECK sets a reference state against a current state.

1. Load the reference state

Load manifest or list opens a CHECK manifest (.dbm) or a checksum list from another source:
SHA256SUMS, *.sha256, MD5SUMS etc. in the format of sha256sum as well as the BSD format (SHA256
(file) = ..). For a manifest, CHECK immediately verifies its own checksum and shows manifest
unchanged or manifest altered.

Under Separately noted manifest checksum enter the secured checksum — at least the first 16 characters.
CHECK immediately shows whether the loaded manifest matches it.

2. Choose the current state

Choose the folder to be checked — or, via Load second manifest, another recorded state to compare two
states without access to the files. Skip system files works as when creating the manifest.

1. Reference state 2. Current state
Check manifest (.dbm) or a checksum list (SHA256SUMS, *.sha256, Choose the folder to be checked — or a second manifest to compare two
MD5SUMS, BSD format). states.
Load manifest or list Choose folder Load second manifest
Type Check manifest
X . ... ordrag a folder here
File manifest.dbm
Label Building authority file server — state
before restart Folder Fileserver_Building
Created 22/10/2026, 19:23:32 Files 8-13MB
Files 8 - SHA-256 Skip system files
Checksum manifest unchanged

5240alcf 735522a7 82068e04
6d121c8c 2fed034f cebef060
73c15501 a2344de3

Separately noted manifest checksum (optional)

5240alcf735522a782068e04

v matches the loaded manifest (compared: first 24 characters)

Fig. 7: Reference state with noted checksum and current state

3. Compare

Compare calculates the checksums of the current state with the same algorithm as in the reference state
and assigns every file a status.
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Comparison result

3 deviations

Check changed and new files before further use. Restare missing files from a verified backup.

v The reference manifest matches the separately noted checksum.

1 changed 1 missing 1 hew 1 unchanged, date changed 5 unchanged

Search path Show
Deviations only (3) v
STATUS PATH SIZE REF. | CURRENT  MODIFIED REF. /| CURRENT CHECKSUM REF. | CURRENT
changed Applications/2026-101_application.pdf 353 KB /353 KB  22/10/2026, 19:23 / 22/10/2026, 19:23 5f6ed5ba7e83.. / 3fcd16877bd2..
missing Applications/2026-102_application.pdf 214 KB /- 22/10/2026, 19:23 / - 9e05f192909b.. / —
new Applications/invoice_2026.pdf.exe -/49KB —/22/10/2026, 19:23 — / d04ee8103466..

& Print report [ csv

As a message to a log = Current state as new manifest

Fig. 8: Result with summary and list of deviations

Status
unchanged

unchanged, date
changed

changed

new

missing

not in list

Meaning and action
Content identical to the reference state

Content identical, only the modification date differs — typical after copying or restoring

Content differs — check the file, do not use it unverified

File did not exist in the reference state — pay particular attention after an attack (e.g.
malware, ransom notes)

File no longer exists in the current state — restore it from a verified backup

File in the folder that a third-party checksum list does not include; not assessed

The list initially shows deviations only; Show displays all files or individual statuses, Search path filters by
name. For each file, size, modification date and checksum of the reference and current state are shown

side by side.

Button

Print report

CSVv
As a message to a log

Current state as new
manifest

JUMBO BLOCK CHECK 1.0.0 — Manual

Effect

Comparison report with reference and current state, check against the noted
checksum, summary and deviations

Result list for further processing, e.g. in a spreadsheet
Result with an excerpt of the deviations to the crisis team

Takes over the verified current state as a new manifest, e.g. after clean-up is
complete
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If the reference manifest is altered or does not match the noted checksum, CHECK points this out clearly:
such a comparison has no evidential value.
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7. Message to a situation log

Check results belong in the crisis team's documentation. CHECK creates a message file (.jom) for JUMBO
BLOCK LOGBOOK - from Check file, Create manifest and Compare, each via As a message to a log.

1. Load message key (.jbk): you receive the message key from the crisis team. CHECK shows the log,
organisation and fingerprint — compare the fingerprint by phone when possible. The message key is
remembered on this device for the next message.

2. Enter the sender (name, unit). Subject and content are pre-filled and can be supplemented.

3. Click Encrypt and save message and hand the file over to the crisis team (USB stick, network drive, e-
mail).

As a message to a log

Check creates a message file (.jom) for JUMBO BLOCK Logbook. It is encrypted with the log's
message key and can be read in there in the message inbox.

. Encrypted for: Power outage, northern district - Crisis team, City of Sampletown - DBE2 - 07AF -
9753-8691-8F91-68D1

~~ Load message key (.jbk)

Sender: name * Unit / office
Tim Neu [ IT control centre ]
Subject

Manifest created: Building authority file server — state before restart

Content

Label: Building authority file server — state before restart
Folder: Fileserver Building

Created: 22/10/2026, 19:23:32

Files: 8 - 1.5 MB

Algorithm: SHA-256

Manifest checksum (SHA-256):
5240a1cf735522a782068e046d121c8c2fed034fce6ef06073c15501a2344de3

Attachment: Manifest_Building_authority file server state before restart.dbm

#f Encrypt and save message Cancel

w 4

Fig. 9: Message with the manifest checksum; the manifest is attached

For a manifest, the message contains its checksum and the manifest as an attachment. This secures the
checksum tamper-proof in the situation log: log entries are linked by a hash chain and cannot be changed
afterwards.

Without a message key a message can only be created explicitly unencrypted. This is not recommended
because file and folder names may contain confidential information.
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8. Verifying without Check

CHECK's checksum lists use the standard format of sha256sum. Every result can therefore be verified
independently with the operating systems' built-in tools — important when a second proof is required. The
Verify without Check area summarises the commands.

Verifying checksums without Check

Check's checksum lists (SHA256SUMS etc.) can also be verified with the operating systems' built-in tools — important when a second, independent proof is
needed.

¥ Linux (Debian, Ubuntu, MX Linux, JUMBO BLOCK Rescue)

.

Single file: sha256sum file.iso (likewise shasi2sum, shalsum, mdSsum )

Verify a list — run in the checked folder: sha256sum -c SHA2565UMs ; show deviations only: sha256sum -c --quiet SHA2565UMS

Create a list yourself: find . -type f ! -name SHA2565UMS -exec sha256sum {} + > SHA256SUMS

» macOS

» Windows

¥ What the results mean

unchanged: content identical to the reference state.

unchanged, date changed: content identical, only the modification date differs (e.g. after copying).

.

changed: the content differs — check the file, do not use it unverified.

new: the file did not exist in the reference state — pay particular attention after an attack.

-

missing: the file no longer exists in the current state.

not in list: file in the folder that a third-party checksum list does not include (not assessed).

» Security of manifests and algorithms

Fig. 10: Instructions in the program

System Command

Linux (also JUMBO BLOCK Rescue) Single file: sha256sum file.iso
Verify a list (in the checked folder): sha256sum -c¢ SHA256SUMS
Deviations only: sha256sum -c --quiet SHA256SUMS

macOS Single file: shasum -a 256 file.iso
Verify a list: shasum -a 256 -c SHA256SUMS

Windows PowerShell: Get-FileHash file.iso -Algorithm SHA256
Command prompt: certutil -hashfile file.iso SHA256
Windows does not verify a whole list itself — use CHECK for this.

For other algorithms use sha512sum, shalsum and md5sum or -Algorithm SHA512 etc. accordingly.
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9. Files and formats

File

Manifest (.dbm)

SHA256SUMS,
SHA512SUMS,
MD5SUMS ...
file.sha256 etc.
Ccsv

Message (.jom)

Check report

Content

Label, folder, time, algorithm and for each file path,
size, modification date and checksum; with its own
SHA-256 checksum

One line per file with checksum and relative path

Checksum of a single file

Comparison result with status, sizes, dates and
checksums (semicolon, UTF-8)

Encrypted message for LOGBOOK, possibly with
the manifest as attachment

A4 print view with fields for place, date and
“Checked by”

Use

Reference state for
Compare

Verification without
CHECK, exchange with
other tools

Store next to the file or
pass on

Evaluation in a
spreadsheet

Message inbox of the
situation log

Printout or PDF via the
print dialog

A manifest is a JSON file in the suite's file format (.dbm). The manifest checksum is calculated over the
canonically ordered content and can therefore be reproduced independently of formatting and field order.
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10. Security and technology

Area

Access

Algorithms

Large files

Messages

Privacy

Limits

Implementation

Read-only. Files and folders are read via the browser's selection or drag-and-drop function;
CHECK cannot change any file.

SHA-256, SHA-384, SHA-512, SHA-1 and MD5 as original ZANNI GROUP code without third-
party libraries; for SHA algorithms on smaller files additionally the browser's Web Crypto API

Step-by-step processing in segments of 4 MiB; memory use stays low regardless of file size.

Encryption for the log's message key with ECDH P-256, HKDF-SHA-256 and AES-256-GCM —
compatible with JUMBO BLOCK LOGBOOK

No network connection, no telemetry. Only the last loaded message key and the sender are
remembered in the browser.

« A checksum proves that a file has changed — not who changed it. For origin, use a signature with
JUMBO BLOCK CRYPT.

« Empty folders and file permissions are not recorded, only files with content, size and modification date.

« The modification date is supplied by the file system. It is a useful hint but proves nothing — the
checksum is decisive.

» Browsers may slow down when reading very large folders. With very many files, record subfolders
individually.
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11. Troubleshooting

Problem Cause and solution
“No valid checksum The pasted string does not have 32, 40, 64, 96 or 128 hexadecimal
recognised” characters. Paste it completely and without line break.

Checksum does not match, file ~ Download incomplete or wrong version. Download again and check that the

just downloaded checksum belongs to the same version.

Many files “unchanged, date Normal after copying or restoring a backup. The content is decisive.
changed”

Many “new” files such as Set Skip system files the same way when creating and when comparing.

Thumbs.db or .DS_Store

“manifest altered” The manifest was edited or damaged after creation. Use a separately
secured copy; the comparison with this manifest has no evidential value.

Noted checksum does not Wrong manifest loaded or typing error. Compare at least 16 characters.
match
Folder cannot be chosen Some browsers only allow folder selection after confirmation. Alternatively

drag the folder into the field.

File “unreadable” File is locked (e.g. opened by a running application) or lacks read
permission. Close the application and check again.

Message key is rejected The file is not a LOGBOOK message key or was altered. Request it again
from the crisis team.
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